SMART X, M2M y roles de |IEEE

Services that interoperate seamlessly
in a range of different environments

“Next-generation packet-
. based core network

Ing. Gustavo Giannattasio SMIEEE
gianna@ieee.org

€ IEEE

Advancing Technology
for Humanity



€ IEEE

Advancing Technology

“A city can be defined as ‘smart’ when investments in
human and social capital and traditional (transport)
and modern (ICT) communication infrastructure
fuel sustainable economic development and a high
guality of life, with a wise management of natural
resources, through participatory action and
engagement. (Caragliu et al. 2009).

The smart city concept essentially means efficiency.
But efficiency based on the intelligent management
and integrated ICTs, and active citizen participation.
Then implies a new kind of governance, genuine
citizen involvement in public policy “



http://en.wikipedia.org/wiki/Smart_growth
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SMART PEOPLE
(Social and Human Capital)

= Level of qualification

= Affinity to life long learning

= Social and ethnic plurality

» Flexibility

= Creativity

» Cosmopolitanism/Open-
mindedness

» Participation in public life

»  Attractivity of natural
conditions

* Pollution

* Environmental protection

» Sustainable resource
management

SMART GOVERNANCE SMART MOBILITY
(Participation) (Transport and ICT)
» Participation in decision-making » Local accessibility
* Public and social services = (Inter-)national accessibility
» Transparent governance » Availability of ICT-infrastructure
» Political strategies & = Sustainable, innovative and safe
perspectives transport systems
SMART LIVING
(Quality of life)

= Cultural facilities
Health conditions
Individual safety
Housing quality
Education facilities
Touristic attractivity
Social cohesion

< IEEE

Advancing Technology
for Humanity



< IEEE

Advancing Technology
for Humanity

CIUDADES INTELIGENTES EN LA.
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= "Smart Cities" - IEEE Internet
Computing Guest Editor's
Introduction

= Standardization: Living in the
Smart Cities of the Future:
eWwaork, eMobility and
Connection to the Smart Grids

A Vision of a mart. Happy, City Video Spotlight: Smart Cities

= Exclusive Interview: MIT's Carlo
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TUTORIALES DE REFERENCIA IEEE

V_ | Smart Cities, IEEE XV} | IEEE Communications Societ Xv | '] Sponsored Tutorial

< C' A [ host.comsoc.org/frestutorial fwileys fwileys html

Free tutorial access compliments of Wiley

Explore Smart Grid titles from Wiley
— —
9IEEE | WILEY

I

\l FREE

 Tutorials

Now™

Cross Industry View on Smart
Grid Communications

(1hr 3Smin 28sec)

View Tutorial >>

Sman metering Grid synchronization/ Conservation Volt
Viewing Recommendations: Adobe synchrophasors Reduction

Flash Player 10
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M2M LA BASE DE TODO

m Origin of term “Machine-to-Machine”:

» Nokia M2M Platform Family [2002] = Nokia M2M Gateway software + Nokia 31
GSM Connectivity Terminal + Nokia M2M Application Develop. Kit (ADK)

past

presence near future
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M2M

0 Common technologies:

n Machine - To- I/
= Wireless sensors s device (water meter) which is monitored by means of sensor [in “uplink’]
* The Internet » device (valve) which is instructed to actuate [in “downlink’]
= Personal Computers » keywords: physical sensors and actuators; cost
0 Communication Types: I
B Machine=10-

= One way: master / slave
Y » network which facilitates end-to-end connectivity between machines

» composed of radio, access network, gateway, core network, backend server
» keywords: hardware; protocols; end-to-end delay and reliability; cost

= Two ways: participating equally

O Basic Stages:

= Data collection 8 |lachine = To - Machine:

= Data transmission » device (computer) which extracts, processes (and displays) gathered information

* Data Assessment s device (computer) which automatically controls and instructs other machines
* Response » keywords: middleware, software, application; cost I
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M2M DESAFIOS

m Machine-to-Machine (M2M) means no human intervention
whilst devices are communicating end-to-end.

m This assumes some fundamental M2M system characteristics:

support of a huge amount of nodes, sending small data each
mission-critical data provision

autonomous operation
self-organization

power efficiency
reliability

etc, etc

M2M Application

oo,
.
.
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M2M POSIBILIDADES

Building s ----:’ _ b’*%l Telemetry
Automation dn
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M2M REALIDADES
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week and Par reduction in er y consumption when
Android app to control micro air real-time usage data is available to
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blood pressure monitors already have electricity meters
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RADIOFRECUENCIA

100 Kkbis Mobile networks
e.g. LTE

Short Range
ommunications
e.g. Zigbee

a0e link data rate

1 kbi/s

New major opportunity:

Sae ‘ Many M2M users
L ow overhead ’

10 bis
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ICT EXALTED

Expanding LTE for Devices

Project Coordinator
Djelal Raouf

Expanding LTE for Devices il -
Fax: +33 (0)1 57 61 39 09

Email: djelal raouflasagemcom.com
Project website: www.ict-exalted.eu

@ LTE User Partners: Vodafone Group Services
& Equipment @ oW Limited (UK), Vodafone Group
LTE User W 6 .".._. Services GmbH (DE), Gemalto (FR),
Equipment /J « 7 serviceand N Ericsson d.o.o. Serbia (RS), Alcatel-
**" iManagement Platforms ‘.. Lucent (DE), Telekom Srbija (RS),

X (Interpet) ; Commissariat a l'énergie atomique et
. aux energies alternatives (FR), TST
Sistemas S.A. (ES), University of
Surrey (UK), Centre Tecnologic de

P - SR Telecomunicacions de Catalunya

Ay N (ES), TUD Vodafone Chair (DE),
""""""""""""""""""""" { Capillarﬁ University of Piraeus Research

™ Network of Center (GR), Vidavo SA (GR)
M2M
Devices

F‘\ Capillary |
§JNetwork of

Goeces §

Duration: Sept. 2010 - Feb. 2013
‘>—>LTE o Funding scheme: /P

% i g TE-M access Total Cost: €//m

M2M Device M2M Device - » E2E Connection EC Contribution: €7.4m

Gateway

Contract Number: INFSO-ICT-
258512
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GRID INTELIGENTE

Power Transmission Distribution Retailers & End
9 Generators Operators Operators  Service Providers Consumers
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DESAFIOS

* Compliance with standards: NERC/CIP..
* Multiple challenges
* Industry coordination (CERT/PSIRT)
* Physical security
* User authentication

* |nfrastructure: protocols & services
(AAA server, CA server..)

* End 2 End security...
| = Design for reliability and resilience

* open standards for multi-layer
security : Authentication, Encryption
Privacy, Integrity

Deliver
Availability,

Integrity,
Confidentiality

Build
Comprehensive
Security

Meet CIP Compliance
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ARQUITECTURA SMART

© Worldsensing
Instrumented + Interconnected + Intelligence = Smarter Data
embedded network cloud _  reliable real-time &
computing * computing * computing statistical data
WOCS
z13 0
-1
&
Data Storage

sensor network gateway cloud data storage
(efficiency) (reliability) § (availability) (ubiquitous) | (scalable) (availability)

LOW POWER NETWORK BIG DATA HANDLING
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PROTOCOLOS SMART

(5 | WebServicesEX [snwp.ipux, | IEC 61968 CM St i
DNS, m ANSIC12.49/C12.22 | 1EC 61850 | IEC 60870  DNP | \==F | MODBUS
SSH,... DLMS COSEM ) IEQ

| Y

Routing - RPL IPv6 / IPv4 Addressing, Multicast, QoS, Security #"

]

802.1x | EAP-TLS based Access Control Solution o

6LoWPAN (RFC 6282) IETF RFC 2464 IETF RFC 5072 | IETF RFC 5121
|EEE 802.15.4 802.15.4e MAC enhancements W
MAC

PIS012MAQ \ece g0p 11 || IEEE8023 | o a0, re | 1EEES0216 | L

IEEE 802.15.4 | IEEE802.15.4g | IEEEP19012 | WiFi Ethernet Cellular WiMax ;
2.4GHz DSSS | (rsx.0sss, orom) PHY

« Standardization at all levels to ensure interoperability and
reduce technology risk for utilities

» Enables common application layer services over various
wired and wireless communication technologies
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ENTIDADES DE STANDARIZACION M2M

0neM2M PP
EPCGlobal
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NGN CEN CENELEC L \MW
W Smart Meterin Capillary _ Initiative

Access networks
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V Application .:;:: \
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ZB Application Profiles OMA , GSMA < 3GPP

\__/ SCAG.... \ SAL, SA3, ...
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Use Cases [Stage 0]
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Smart Metering eHealth Connected Consumer Automotive City automation
- P \, g J
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impacts on M2M Requnrements for M2M data
= P_] - J \ y,
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GRID INTELIGENTE
[EEE P2030 Interoperability Concept

Systems Approach
Interconnection &

Interfaces
Technical Standards

Advanced Technol

Systems Integrati
Distribution
System

Bulk Power Substatlons '

Transmission System Lond Mansgemng |

u n

Communications and Information Technology -
lnformatlo : Flow, Data Management,

sensors

Sensors

sensors

Source: IEEE Standards Association
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TRANSPORTE INTELIGENTE

STANDARDS DEVELOPMENT WORKING GROUF

WG P2030.1 - Guide for Electric-Sourced

Transportation Infrastructure Working Group

STATUS:
Active Working Group w

Working Group Chair: Faul Bishop

Society: IEEE-SASE Coordinating Committees &

Sponsor: SCC40 - Earth Ohservation Committes (SASB/SCCA0)
IEEE-SA Liaison: Soo Kim

Active Projects Managed by this Working Group

Project

P2030.1 Suide for Electric-Sourced Transpartation Infrastructure (P
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802.11...
[EEE 802.11ah - LP WikFi

m |[EEE 802.11ah use cases target low rate, long range applications (metering, sensors,
automation)

m Battery operated devices should limit the power consumption by:
= limiting the packet transmissions

= limiting the awake/receive time (for low transit power devices, RX power consumption may be
comparable with TX power consumption)

m Listening for beacons/traffic information maps (TIM) frames consumes power:

= clock drift during long sleep requires an early wake up before Beacon/TIM (5min doze time,
20ppm -> node should wake up to 12ms before the Target Beacon Transmission Time (TBTT))

= reception of beacon/TIM may require several milliseconds

L

e
L 7

Awake Time Doze Beacon RX time

L
F

F
v

Awake Time



VENTAJAS 802.11ah
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6LOWPAN vs. LOW-POWER WI-F1 AT 54MBPS

6LoWPAN Low-power Wi-Fi
Packet size 8 Bytes | 1024 Bytes | 8 Bytes | 1024 Bytes
Time (ms) 6 23.61 11.3 16.58
Energy (ml) | 2.5 0.55
10x
e
141 ] 24Mbps | ]
B soMbps |

“Low-power Wi-Fi provides a
significant improvement over
typical Wi-Fi on both latency and
energy consumption counts.”

“LP-Wifi consumes approx the same
as 6LoWPAN for small packets but is
much better for large packets.”

Battery lifetime (years)

3s 55

E 108 205 a0s
Data send period (seconds)
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Enabling Consumer Connectivity
Through Consensus Building

.Smart Grid into Home Home Networking Stani
~ Devices Standards IEEE 802
N :I!Bs 1675/ IEEE 1776 IEEE 1901
|EEE 2030 / IEEE P2030.1 |EEE P1901.2
‘ 1001 / IEEE P1901.2 |EEE 1815

\.

\ IEEE P2200
el L!\Y‘y Cﬁchw
Content)

Smart Grid into
. . — Home Devices Standards
Smart Metering ;.. IEEE 1547 Series
Standards - (Distributed Energy Interconnection
IEEE P1377 Solar, Wind, Storage, etc.)

IEEE 1701 _— IEEE 2030

IEEE 1702
IEEE P1703
IEEE P1704
IEEE P1705
= .
%_/,‘;L v

IEEE P1907 1 ; )
(Real Time 3D Video Standards

Mobile Videa)l - \N-.gpyr IEEE P3333 Home Networking Standards Electric Vehicle Standards

Mobile Video Standards IEEE 802/ IEEE 1901 IEEE 802 Series / IEEE 1901
IEEE P2200 / IEEE 802.11 |EEE P1901.2/ IEEE P1905.1 [EEE P1901.2/ IEEE 1609 Series
(Intelligently Cached (Communication Inside (Vehicular Communications)

Mobile Content) the Home) IEEE 2030 / IEEE P2030.1
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IEEE Standards for Smart Networking/Communications
LAN Enterpeise Network Smart Grid Communications Layer

(AMI Ent, Utility Noiahharhaad Area Netwark (NAN -
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Backhaul Network N:Nowk (NAN)‘ <v\‘\ 5 §
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IEEE Standards - Improving Personal Health

Insulin Pump <
IEEE 11073-10419™

7 Glucose Meter
11073-10417™

Weigh Scale
e IEEE 11073-10415™

Sleep Apnea
Breathing Therapy
Equipment
11073-10424™

Connectivity
Transports

IEEE 802.3™
(Often referred to
as Ethemet)

IEEE 802.11™
(Often referred to
as WiFi®)

IEEE 802.15.1™
(Often referred to
as Bluetooth™)

|IEEE 802.15.4™
(Often referred to

as Zigbee™)

HoalthCm

="

IEEE 11073-30300™

(Often referred to
as Infrared
Communications)

IEEE 11073-30400™

Near Field

Communications

L

\

World Wide Web
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Cloud
IEEE P2301™
IEEE P2302™

Physician




RESUMEN

M2M es la base de arquitecturas “X inteligente”

Las aplicaciones M2M optimizaran el desempeno de los
servicios de una ciudad

Existen numerosas entidades de standardizacion

IEEE juega un rol clave en el desarrollo de estandares
con mas de 200 publicados para SMART X

IEEE tiene abierto concurso para apoyar como referente
tecnologico independiente a 9 ciudades en 2014 que se
sumen al desafio SMART CITIES y SMART
eGOVERNMENT

Ing. Gustavo Giannattasio SMIEEE
gianna@ieee.org



